
Endpoint Security



Iru’s platform and endpoint agent seamlessly 
combine management, threat protection, and 
vulnerability management.

Unified, AI-powered 
platform

Reduce security & IT overhead 

with one lightweight agent, 

unified with Endpoint 

Management. 

Predictive threat defense

Block known and zero-day 

attacks in real time with 

protection driven by Iru AI, 

machine learning, and 

dedicated threat research.

Autonomous remediation

Identify vulnerability 

exposure instantly with 

continuous monitoring, then 

automatically execute policy-

driven updates.

Why Choose Iru

Deliver higher security 
with lower overhead
Get secure without juggling 

multiple tools for your device 

security and management. Iru 

covers the full stack with a 

unified, AI-powered platform.

Zero-touch app patching 
that just works
Automate updates for 

hundreds of Mac and Windows 

work applications. Choose how 

you want updates enforced 

and let Iru handle the rest.

Easier for your entire 
IT team to manage
Intuitive configuration 

workflows and controls allow 

teams to quickly learn and 

manage the system. No need 

for intensive training.

Trusted by the world’s fastest-growing companies



Prevent, detect, and contain attacks in real 
time through a single, low-overhead agent 
across Mac and Windows.

Reconstruct attack timelines

Investigate each event with a clear 

timeline of processes, files, behaviors, and 

affected hosts and users, so you can 

easily assess impact. Turn each detection 

event into a learning experience.

Threats

Status ClassificationThreat ID Detection date Devices MITRE

MaliciousThreatID_B_0042 Open 2

SuspiciousClosedThreatID_B_0173

Threats status 11
-Malware13ff12d12b6540d595ed6c45

b7c25136072c8bcd5e4c39fe

68735f710ffd3516

Closed

Status Closed

SuspiciousClosedThreatID_B_823
Description

MaliciousThreatID_B_672 Closed 3Malware family

Informational tags apt lazarusMalware13ff12d12b6540d595ed6c45

b7c25136072c8bcd5e4c39fe

68735f710ffd3516

Open 11

Devices
Malware13ff12d12b6540d595ed6c45

b7c25136072c8bcd5e4c39fe

68735f710ffd3516

Open

macOS - 4
MaliciousClosedThreatID_B_0782

Malware13ff12d12b6540d595ed6c45

b7c25136072c8bcd5e4c39fe

68735f710ffd3516

Closed

SuspiciousClosedThreatID_B_1030

SuspiciousThreatID_B_11582 Closed

ThreatID_B_0782
3
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Match your response to every threat

Protect Mode terminates malicious 

processes and quarantines files. Detect 

Mode gives observability without 

enforcement, ideal for pilots or sensitive 

cohorts.

Malware response

Detect Protect

Potentially unwanted program response

Detect Protect

Isolate and investigate attacks

Respond to serious threats by isolating 

compromised devices from the network. 

Establish a command-line connection to 

investigate alerts, terminate malicious 

processes, and pull device logs. 

Blocked

bashResponsible Process

Threat Status Detected

Isolate device

Image path /bin/bash/

Launch remote shell

Target Process curl

Image path /bin/bash/



Trigger zero-touch patching for vulnerabilities 
without admin intervention. Iru updates the 
right apps based on vulnerability severity.

Detect vulnerabilities before they 

spread

Iru AI produces unprecedented detections 

by enriching data from the National 

Vulnerability Database, product vendors, 

and the CVE ecosystem.
Analyzing Recommendations

Remediate vulnerabilities at your 

speed

Trigger autonomous patching, based on 

severity. Iru updates closed applications 

silently and prompts users ahead of 

deadlines to balance security and 

productivity.

Vulnerability Management

Remediation options

Critical severity Remediation action

CVSS 9 - 10
Enforce update upon detection

High severity Remediation action

CVSS 7 - 8.9
Select remediation action

Enforce update upon detection

Medium severity 

CVSS 4 - 6.9

Low severity 

CVSS 0.1 - 3.9 

Remediation action
Enforce update on a timeframe

Remediation action

Select remediation action

Select remediation actionNo action

Active

Visualize the blast radius in a 

unified view

See what’s impacting your security posture at 

a glance. Understand software versions 

affected, the blast radius, and the exact fixes 

required to act decisively and mitigate risks. 

Vulnerabilities 

RemediationsActive CVEs

Viewing Last 24 hours All software All severities

Vulnerabilities by severity

Vulnerabilities with a known exploit
Top software with vulnerabilities

4%

45 Critical
Chrome80 High

67 Medium

22 Low

2Adobe Acrobat 

214 Severity Known exploit Age

CVEs detected

Last detectedPublished

CVSS score Known exploit Devices

9.5 32

9.4 213

8.2

7.1 834

7.0

6.4 1,260

3.3 1,306

Vulnerability ID Vulnerable software 

Google Chrome Microsoft Edge

Discord

iTerm

Firefox Thunderbird

Adobe Acrobat

Powershell Visual Studio

Zoom

macOS Sequoia

20%
Exploitability

Severity

Critical

Critical

Critical

High

High

High

Medium

Low

9.9Devices (1,260)

CVE-2024-9680
An attacker was able to achieve code execution in t

he content process by exploiting a use-after-free in 

Animation timelines. e have had reports of this 

vulnerability being exploited in the wild. This 

vulnerability aects Firefox  131.0.2, Firefox ESR  

128.3.1, Firefox ESR  115.16.1, Thunderbird  131.0.1, 

Thunderbird  128.3.1, and Thunderbird  115.16.0.

Firefox 8

Asana
EPSS score 

36%
1

Lauren’s MacBook
Yes

Michael’s MacBookNo

2

No

2

No

No

InsightsYes

Google Chrome

No

Google Chrome
Yes

MITRE Mapping (2)1,260

Microsoft Edge

415

Microsoft Edge
193

Close16 Actions



Learn more at iru.com


